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Game	  Plan	  

•  What	  is	  Network	  Data	  Sharing?	  
•  DisInct	  Challenges	  
•  Reality	  of	  Data	  Sharing	  
•  Risk	  Assessment	  Approach	  
– Framework	  Overview	  
– Case	  Study	  
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SeOng	  the	  Stage	  

	  
	  
	  
•  Examples:	  
–  RouIng	  info	  from	  ISPs	  
–  Flow	  logs	  at	  network	  borders	  

•  Why?	  
–  Improved	  innovaIon	  from	  real-‐world	  data	  
–  Faster	  response	  to	  network	  incidents	  
– Data-‐driven	  policies	  

Provider	  

Recipient	  Subjects	  

Network	  
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PiTalls	  and	  New	  Trails	  
•  Data	  complexity	  
– Massively	  heterogeneous	  data	  
– Huge	  volume	  of	  data	  
– Many	  different	  types	  of	  actors	  

•  Difficulty	  bounding	  a$ack	  risk	  
–  Cannot	  quanIfy	  access	  to	  secondary	  data	  sources	  
–  Privacy	  definiIons	  are	  immature	  for	  network	  data	  

•  InteracIons	  between	  policy	  and	  technology	  
– Not	  just	  PII	  	  intellectual	  property,	  network	  security,	  etc.	  
–  Lack	  of	  legal	  precedent	  or	  guidance	  for	  network	  data	  
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Reality	  of	  Data	  Sharing	  

•  Uncertainty	  of	  legal	  risk	  
•  Understated	  value	  of	  potenIal	  benefits	  
•  One-‐size-‐fits-‐all	  approach	  to	  disclosure	  controls	  
•  Implicit	  assumpIon	  that	  any	  sharing	  increases	  risk	  

•  Results	  in:	  
– Data	  rich	  vs.	  data	  poor	  
– Sharing	  through	  ad-‐hoc,	  interpersonal	  relaIonships	  
– Scarcity	  of	  scalable,	  transparent,	  sustainable	  sharing	  
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Moving	  Forward...	  

•  QualitaIve	  framework	  for:	  
1.  IdenIfying	  specific	  uIlity	  goals	  and	  related	  risks	  
2.  Choosing	  disclosure	  controls	  to	  address	  risks	  
3.  Assessing	  effects	  of	  those	  controls	  

•  Generalizable	  across	  all	  network	  data	  &	  scenarios	  
•  Enable	  data	  providers	  to:	  
–  Be$er	  understand	  sources	  of	  risk	  
–  Tailor	  controls	  to	  intended	  uIlity	  
–  JusIfy	  choices	  and	  explicitly	  state	  assumpIons	  

•  Promote	  the	  social	  value	  of	  shared	  data	  &	  process	  
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Between	  the	  Cracks	  

•  Does	  not	  provide	  yes/no	  answers	  
– Data	  sharing	  is	  a	  risk	  management	  process	  
– AppeIte	  for	  risk	  varies	  significantly	  

•  A$acks	  may	  exist	  or	  informaIon	  may	  be	  leaked	  
– Understand	  what	  risks	  exist	  
–  JusIfy	  disclosure	  control	  choices	  
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Framework	  in	  AcIon:	  	  DNSChanger	  

•  DNSChanger	  malware:	  
– Created	  by	  Estonian	  company	  Rove	  Digital	  
– Redirected	  user	  DNS	  queries	  to	  malicious	  servers	  
–  Internet	  Systems	  ConsorIum	  (ISC)	  operated	  
replacement	  servers	  to	  provide	  conInuity	  to	  vicIms	  

•  Opportunity	  to	  collect	  and	  share	  data	  about	  
800,000	  real-‐world	  DNS	  clients!!	  
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Where	  are	  we?	  
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UIlity	  and	  Risks	  

•  Possible	  high-‐level	  goals:	  
1.  Understanding	  DNSChanger	  infecIon	  properIes	  
2.  Analysis	  of	  general	  malware	  behaviors	  
3.  General	  DNS	  traffic	  modeling	  

•  Translates	  to:	  
–  InfecIon	  properIes	  	  client	  IP	  address	  
– Malware	  behavior	  	  DNS	  data	  
– DNS	  traffic	  modeling	  	  DNS	  &	  client	  IP	  
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UIlity	  Requirements	  

•  Summarize	  uIlity	  requirements	  derived	  from	  those	  high-‐level	  goals	  into	  six	  
categories	  
–  Low	  score	  indicates	  high-‐uIlity	  requirements	  
–  High	  scores	  indicate	  low-‐uIlity	  requirements	  
–  Examples:	  	  	  

•  Timeliness	  (5)	  	  longitudinal	  collecIon	  and	  delayed	  release	  
•  Detail	  (1)	  	  complete	  informaIon	  about	  each	  data	  packet	  

Category Score Justification
Audience 3 Access by legitimate security and networking researchers only

Timeliness 5 Research does not require immediate access, data is useful for long period of time
Duration 2 Research studies require long-term access to data

Detail 1 DNS modeling and analysis requires traffic contents and fine-grain client info
Functionality 2 General DNS-related research studies

Output 1 Publication of research findings gleaned from data

Figure 2: Initial utility profile for theoretical ISC DNS data sharing effort.

[12]. This malware redirected the Domain Name System (DNS) queries of infected victims from legitimate name
servers to malicious ones run by an Estonian company named Rove Digital which distributed the malware. Those ma-
licious name servers redirected victims to advertisers associated with Rove Digital, rather than pointing to the actual
web page being requested. As part of a court order against Rove Digital, the Federal Bureau of Investigation (FBI)
seized the malicious name servers located within the United States. In order to ensure that infected computers main-
tained Internet access after the seizure, the Internet Systems Consortium (ISC), a non-profit organization responsible
for developing and maintaining core Internet technologies, was tasked with running temporary DNS name servers for
the victims in place of Rove Digital’s servers.

The circumstances of ISC’s involvement in maintaining the DNS infrastructure for infected clients presents an
interesting opportunity to advance network and security research with data collected from those servers. In particular,
by sharing information about the queries made to the ISC name servers and the IP addresses of the clients who
make those queries, we may learn more about the prevalence of the infection, how it spread, and what other viruses or
malware may be on the infected computers. Furthermore, the more general information about DNS protocol exchanges
between clients and servers would provide additional operational insight into the servers’ real-world functioning and
help researchers to develop better models of user activities. Balancing these opportunities are risks involving the
disclosure of identifiable and behavioral information about users, as well as the the exposure of their computers’
infection status and potential for re-compromising those computers by targeted attacks. We next steer through each
of the three phases of our disclosure control framework and provide a detailed description of how and why we make
certain choices within this data sharing scenario.

5.1 Utility and Risk
Our first step in this case study is to outline the primary utility goals associated with disclosing the DNS queries of
infected hosts, and the risks associated with those goals. As touched upon earlier, there are three primary goals that
may be associated with collection and subsequent release of ISC’s DNS query data:

1. Understanding DNSChanger infection properties: Examining client IP addresses, their geographic location,
and their associated volume of queries over time to better understand who was affected by the malware and how
quickly the infection is being remediated.

2. Analysis of malware behavior: Examining the contents of DNS requests or other DNS properties that indicate
specific behaviors and operation of DNSChanger or other malware.

3. General DNS modeling: Using complete transcripts of DNS queries for individual clients to better under-
stand DNS query volumes, the distribution of domain names requested, and other properties to help network
researchers evaluate DNS-related technologies.

The first goal only requires access to victim client IP addresses, while the other two require DNS traffic that indicates
the web sites and other services the clients use. The third goal further requires that the DNS queries be grouped by
client IP and that those IPs maintain the geographic and network properties (e.g., originating organization) in order to
provide the most realistic modeling information possible.

From these general goals, we can extract specific utility requirements from among the six categories of the utility
profile (Figure 2). The utility profile can be summarily described as a desire to provide a limited community of
established security and network researchers access to longitudinal DNS data containing highly-detailed records of
traffic from infected clients to the ISC DNS servers. These utility objectives do not impose any particular requirements
on how quickly the data must be released to the researchers, but does require a relatively open-ended research path
with respect to functionality and research output, particularly when modeling DNS client traffic.

18
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Data	  Risks	  

•  Risk	  profile	  involves	  iteraIve	  exchange	  between	  technical	  staff	  and	  risk	  counsel	  
based	  on	  risk	  factors	  derived	  from	  risk	  sources	  
–  Q&A:	  Who?	  What?	  Why?	  	  
–  Low	  score	  =	  low-‐risk	  elements	  of	  sharing	  
–  High	  score	  =	  high-‐risk	  elements	  of	  sharing	  
–  Examples:	  	  	  

•  Client	  IP,	  What	  (4)	  	  explicitly	  restricted	  as	  indirectly	  idenIfiable	  
•  DNS	  Data,	  What	  (4)	  	  not	  explicitly	  restricted,	  though	  confidenIal	  

Data Type What Who Why Overall Justification

Client IP Address 4 4 1 4

Considered subscriber data under ECPA;
Restricted under court order and private agreement;
Indirectly identifiable under ethical precepts;
Intended use is consistent with agreements and laws

DNS Data 3 4 1 3

Query name possibly considered content under ECPA;
Other DNS info considered transactional under ECPA;
Restricted under court order and private agreement;
Confidential but not identifiable under ethical precepts;
Intended use is consistent with agreements and laws

Figure 3: Initial risk profile for theoretical ISC DNS data sharing effort.

is a relatively risky piece of information to share without significant changes due to ethical restrictions to safeguard
clients and their organizations, as well as contractual obligations to the U.S. government to restrict the disclosure of
confidential or identifying information. The DNS data is somewhat less risky since, in and of itself, it is not uniquely
identifiable or inherently confidential, however the same ethical and contractual restrictions exist in limiting potential
disclosure9.

5.2 Disclosure Control Choices
The utility and risk profiles provide concrete descriptions of the requirements and constraints placed upon our choices
of disclosure control. Now, we must translate those requirements and constraints into alterations to the data, and
functionality that must be maintained for the goals of our data sharing scenario. Specifically, the risk profile indicates
that the primary concerns lay in ethical obligations to not expose the IP address of known-infected clients to potentially
malicious entities, and private agreement requirements to protect the privacy and confidentiality of the end user. Since
the DNS data isolated from other context is relatively low risk, we can focus our disclosure control efforts on methods
that limit access by malicious recipients and ensure that client IP addresses are not easily linked to Internet users.

From the available controls across the three disclosure control categories, the following set of techniques are
pertinent to mitigate the identified risks. Initially, we choose these techniques independently based on potential appli-
cability, and later we decide how to best combine them to achieve our goals.

Time: Potential harm from exposing the identity of infected clients is reduced by waiting to release the data
until after remediation procedures are complete. This aging process may also make it more difficult to connect
old DNS activity to particular users or clients due to changes in DNS infrastructure and user behavior.

Access: It may be possible to provide mediated access to the data through a virtually-mediated system that limits
access to authenticated researchers. This will not prevent the leakage of sensitive information, but it restricts
that leakage to a set of researchers with little or no malicious intent.

Deletion: The client IP address or domain name can be completely removed, though this clearly renders all
utility goals unattainable.

Aggregation: Distributions of unique client IPs or DNS query names aggregated by geographic locations to
provide some location information with much coarser detail. These counts can be further aggregated by time to
examine trends overtime, or they can be aggregated by other fields to examine broad trends in DNS activity.

Generalization: IP addresses and domain names may be generalized to reflect general network or organizational
information. IP addresses can be truncated at an appropriate subnet to only provide information about general
geographic location or the Internet service providers hosting the infected clients. Likewise, domain names may
be truncated by removing specific subdomains that may indicate particular services or user behaviors.

Pseudonyms: The client IP addresses and domain names in the released data may be replaced with pseudonyms
to hide the original sensitive and confidential information while still allowing researchers to separate queries by
client. Geographic locality and other network-related information will be removed, however.

9In reality, the private agreement between the U.S. government and ISC required that all ‘content’ be removed. In order to provide a broader
data sharing scenario, we ignore this directive.
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Where	  are	  we?	  
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Choosing	  Disclosure	  Controls	  

•  Necessary	  changes:	  
– Ensure	  client	  IP	  address	  does	  not	  idenIfy	  vicIm	  
•  Limit	  personal	  idenIfiability,	  prevent	  further	  exploitaIon	  

– Restrict	  access	  to	  only	  DNS	  researchers	  and	  analysts	  
– Limit	  redistribuIon	  of	  data	  by	  recipient	  

•  Balanced	  against:	  
– RelaIvely	  specific	  geographic	  informaIon	  
– Monitoring	  DNS	  queries	  of	  independent	  clients	  
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Choosing	  Disclosure	  Controls	  

•  Consider	  disclosure	  controls	  that	  miIgate	  the	  types	  of	  sensiIve	  
informaIon	  idenIfied	  by	  risks	  
– Withhold	  data	  unIl	  malware	  remediaIon	  is	  likely	  
–  Implement	  limited	  veOng	  of	  researchers	  and	  analysts	  
–  Replace	  actual	  client	  IPs	  with	  pseudonyms	  
–  Lightweight	  policy	  restricIons	  to	  prevent	  redistribuIon	  

Disclosure Control Data Type Intensity Description
Time All 3 Withhold data until remediation

Access All 3 Authenticated access by researchers
Generalization Client IP 4 Truncate IPs at longest autonomous system prefix

Pseudonymization Client IP 3 Replace remainder of IP with linkable pseudonyms
Policy All 2 Verification of affiliation and private agreement

Figure 4: Profile of chosen disclosure controls for DNS data sharing.

Policy: In addition to technological access controls, we can further restrict and disincentivize malicious activi-
ties through the use of simple policy controls that require researchers to be associated with established research
organizations and place penalties on misuse of the data.

From this set of potential disclosure controls, there are relatively few that will meet the needs described in our utility
profile, particularly the need for unfettered access by researchers and detailed records of DNS activities. It is possible
to address some of the utility requirements, such as monitoring the infection over time, by creating aggregate statistics
and counts of the number of unique client IP addresses that connect to the DNS servers each day. It may also be
possible to extract some general DNS traffic information by providing counts for the number of unique domain names
queried or even the top-10 most queried domain names. The aggregated statistics can be further protected by using a
perturbation strategy, such as differential privacy, to hide the effect of any particular client on the statistics. However,
these aggregation methods necessarily limit the functionality of the data and almost certainly makes the goal of general
DNS user modeling impossible to achieve.

To push the boundaries of this data sharing and attempt to meet all of our goals, we instead propose to generalize
client IPs to the largest subnet that corresponds to the organization that owns the IP address. The remainder of the
IP (i.e., the host portion) is replaced by a consistent, linkable pseudonym. In effect, the client IP can be used to
learn information about general geographic areas and queries can be separated by the independent clients that made
them, but the specific client IP address is not easily learned. Additionally, we wait to release the data until after
the DNSChanger remediation period has ended to minimize the potential for those infected clients to be exploited
again. Finally, we enact virtual mediation methods with policy controls to restrict access to established researchers
and reduce the potential temptation to use the data for purposes beyond those defined in the utility goals. Obviously,
the use of mediation and policy controls requires some effort on the part of the data provider, however in this case
the effort can be relatively minimal. It may be sufficient to execute a simple Memorandum of Understanding between
ISC and the researchers that describe acceptable uses and obligations, and to authenticate the researcher’s identity and
reputation with community attestation10 The overall disclosure control profile that summarizes these choices is shown
in Figure 4.

One potential problem with this approach is that if a malicious entity who gains access to the data and has signif-
icant a priori knowledge about a user or clients typical DNS query activities, it may be possible for them to learn the
real identity of that client. This situation is improbable, though, since it requires the attacker to already have significant
access to the user’s network data through other means. Moreover, the potential for this type of attack on a large scale
with more than one/two users is even more improbable given that the standard DNS query data, which would be used
to re-identify the client, is not publicly accessible or easily obtained. This may not be the case for other situations
where identifying information about users is available from public and easily accessible sources of information.

5.3 Assessment
To wrap up the case study, we must now re-evaluate our risks and utility goals in light of our chosen disclosure control
strategy. Evaluating the change in utility is a relatively simple procedure of comparing the utility profile derived
directly from our high-level data sharing goals with the utility profile that remains after application of disclosure
controls. As shown in Figure 5, the major changes in utility stem from the loss of some detail due to generalization of
the client IP addresses. By and large, however, the chosen disclosure controls perfectly match the utility requirements
set forth at the beginning of our framework, including limited access to the data by researchers, unfettered use of the
data by those researchers, and functionality related to only DNS and malware research. Despite the application of
disclosure controls, we can still track infection status at very fine levels of granularity, attribute those infections to

10This model is deployed by the CRAWDAD data repository [7].
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UIlity	  and	  Risk	  Assessment	  
Category Original Modified JustificationScore Score
Audience 3 3 Access by legitimate security and networking researchers only

Timeliness 5 5 Research does not require immediate access
Duration 2 2 Research studies require long-term access to data
Detail 1 2 Client IP granularity is restricted to high-level organizational info

Functionality 2 2 General DNS-related research studies
Output 1 1 Publication of research findings gleaned from data

Figure 5: Modified utility profile after application of disclosure controls.

Data Type What Who Why Overall Justification
Client IP Address 2 3 1 3 De-sensitize data by reducing identifiability

DNS Data 3 3 1 3 Mitigate against maliciously motivated recipient

Figure 6: Modified risk profile after application of disclosure controls.

relatively accurate geographic areas, and extract significant information about typical DNS traffic as seen by a large
DNS server with diverse client base.

With respect to the risk profiles, we can revisit the pertinent evaluation questions that we asked earlier and describe
how the answers have changed due to the selected controls. The reason for the data release and nature of use of the
data (“Why”) remains unchanged from our earlier analysis since no significant utility changes have been instituted.
The participants in the data sharing effort (“Who”) also remain unchanged, though our choice of a virtually medi-
ated environment with policy-based controls will decrease the likelihood that a malevolently motivated recipient will
attempt to subvert the chosen controls. For researchers, this motivation was already quite low, and the use of these
access control methods ensures that those researchers remain partly accountable for the safety of the data. The type
of data being released (“What”) no longer uniquely identifies clients by IP address and provides a reasonable basis
for preventing Internet user activities from being learned. The changes to client IP address, along with the mediation
controls and delayed release of the data, limit the ethical risks associated with the data sharing scenario and also meet
the requirements imposed by private agreements with the U.S. government. The modified risk profile is shown in
Figure 6.

In summary, we have articulated a clear justification for our chosen disclosure controls and demonstrated the rea-
sonableness of our consideration of risk in the context of our decisions and actions to share the data in this scenario.
By doing so, we were able to develop a nuanced approach that provides much more utility while simultaneously meet-
ing the requirements of the various laws, regulations, and other risk considerations. The one-size-fits-all disclosure
control approach used today, on the other hand, would have removed all DNS data and replaced IP addresses with
pseudonyms that have no connection to the real-world locations of the infected clients.

6 Conclusion
Once the provider has engaged the three phases of the disclosure framework: (1) identify the data risk profile and
utility objectives; (2) apply the disclosure control(s); and (3) assess the impact on risk and utility in the context of the
threat environment, the provider may evaluate whether the overall residual risk and utility is acceptable. If the data
risk is not acceptable, the provider can notionally apply additional and/or alternate operational, technical, or policy
controls to determine how the risk may be modified. In general, the quantity and quality of the disclosure controls
have a direct relation to the data risk, whereas they are inversely proportional to utility objectives– high data risk
demands more restrictive controls, and vast utility calls for lower disclosure encumbrances. Balance is achievable
when the application of disclosure controls lowers the data risk to acceptable levels and does not modify the utility
objectives such that the purpose of the disclosure is rendered unattainable. This framework enables a provider to
craft a disclosure strategy along a spectrum of risk thresholds and utility needs according to a repeatable, transparent
and evidence-based process. As such, this design embeds a risk management approach to data disclosure that allows
providers to demonstrate a documented and reasoned process that can be audited, measured and compared over time,
both within and across provider organizations.
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•  Modified	  uIlity	  profile	  summarizes	  the	  changes	  to	  uIlity	  made	  by	  
the	  disclosure	  controls	  

•  Only	  significant	  change	  to	  uIlity	  is	  the	  resoluIon	  of	  client	  IP:	  	  
changed	  to	  high-‐level	  organizaIons	  
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UIlity	  and	  Risk	  Assessment	  

	  
•  Technical	  personnel	  again	  interact	  with	  legal	  counsel	  through	  

quesIons	  about	  the	  modified	  uIlity	  profile	  

•  Primary	  reducIon	  in	  risk	  from	  replaced	  client	  IPs	  and	  limited	  access	  
to	  ve$ed	  recipients	  
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Category Original Modified JustificationScore Score
Audience 3 3 Access by legitimate security and networking researchers only

Timeliness 5 5 Research does not require immediate access
Duration 2 2 Research studies require long-term access to data
Detail 1 2 Client IP granularity is restricted to high-level organizational info

Functionality 2 2 General DNS-related research studies
Output 1 1 Publication of research findings gleaned from data

Figure 5: Modified utility profile after application of disclosure controls.

Data Type What Who Why Overall Justification
Client IP Address 2 3 1 3 De-sensitize data by reducing identifiability

DNS Data 3 3 1 3 Mitigate against maliciously motivated recipient

Figure 6: Modified risk profile after application of disclosure controls.

relatively accurate geographic areas, and extract significant information about typical DNS traffic as seen by a large
DNS server with diverse client base.

With respect to the risk profiles, we can revisit the pertinent evaluation questions that we asked earlier and describe
how the answers have changed due to the selected controls. The reason for the data release and nature of use of the
data (“Why”) remains unchanged from our earlier analysis since no significant utility changes have been instituted.
The participants in the data sharing effort (“Who”) also remain unchanged, though our choice of a virtually medi-
ated environment with policy-based controls will decrease the likelihood that a malevolently motivated recipient will
attempt to subvert the chosen controls. For researchers, this motivation was already quite low, and the use of these
access control methods ensures that those researchers remain partly accountable for the safety of the data. The type
of data being released (“What”) no longer uniquely identifies clients by IP address and provides a reasonable basis
for preventing Internet user activities from being learned. The changes to client IP address, along with the mediation
controls and delayed release of the data, limit the ethical risks associated with the data sharing scenario and also meet
the requirements imposed by private agreements with the U.S. government. The modified risk profile is shown in
Figure 6.

In summary, we have articulated a clear justification for our chosen disclosure controls and demonstrated the rea-
sonableness of our consideration of risk in the context of our decisions and actions to share the data in this scenario.
By doing so, we were able to develop a nuanced approach that provides much more utility while simultaneously meet-
ing the requirements of the various laws, regulations, and other risk considerations. The one-size-fits-all disclosure
control approach used today, on the other hand, would have removed all DNS data and replaced IP addresses with
pseudonyms that have no connection to the real-world locations of the infected clients.

6 Conclusion
Once the provider has engaged the three phases of the disclosure framework: (1) identify the data risk profile and
utility objectives; (2) apply the disclosure control(s); and (3) assess the impact on risk and utility in the context of the
threat environment, the provider may evaluate whether the overall residual risk and utility is acceptable. If the data
risk is not acceptable, the provider can notionally apply additional and/or alternate operational, technical, or policy
controls to determine how the risk may be modified. In general, the quantity and quality of the disclosure controls
have a direct relation to the data risk, whereas they are inversely proportional to utility objectives– high data risk
demands more restrictive controls, and vast utility calls for lower disclosure encumbrances. Balance is achievable
when the application of disclosure controls lowers the data risk to acceptable levels and does not modify the utility
objectives such that the purpose of the disclosure is rendered unattainable. This framework enables a provider to
craft a disclosure strategy along a spectrum of risk thresholds and utility needs according to a repeatable, transparent
and evidence-based process. As such, this design embeds a risk management approach to data disclosure that allows
providers to demonstrate a documented and reasoned process that can be audited, measured and compared over time,
both within and across provider organizations.
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Summary	  
•  Framework	  can	  be	  an	  agent	  of	  change	  for	  current	  data	  sharing	  
–  Risk	  uncertainty,	  benefit	  arIculaIon	  
–  Vanilla	  saniIzaIon,	  skewed	  risk-‐benefit	  calculaIon	  

•  Enables	  data	  providers	  to	  trust	  recipients	  and	  be	  trusted	  by	  
oversight	  enIIes	  
–  Provides	  a	  unified	  methodology	  for	  examining	  risk	  and	  uIlity	  
–  Explicitly	  states	  jusIficaIons	  and	  assumpIons	  for	  choices	  
–  Facilitates	  interacIon	  between	  technology	  and	  policy	  

•  Re-‐conceptualizes	  risk	  by	  promoIng	  the	  social	  value	  of	  shared	  data	  
and	  processes	  
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